AN INDUSTRY EXPERT

SWADESH SWADESH SYSTEM PVT. LTD.
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Name
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Staging/Testing
URL
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Secure Version
Hash Value
(SHA256)

Contact Person

Audit Dates

Certificate No: Swadesh_SPL/Aud/2024/12-01
Issue Date: 13-December-2024

Web Application Security Certificate

Directorate of Forest Education P.O. New Forest, Dehradun - 248006
(Uttarakhand)

DFE Web Application

https://dfeaudit.webline.net.in/
https://dfeaudit.webline.net.in/hpanel/

Audit has been conducted on Staging Environment Remotely

25ea2177¢8695df01d6ac9380fedc3caa2d5fc815cfc473c6ef5dd375a14e132

Swadesh System Private Limited

Name: Ms. Shikha Sharma

Email: info@swadeshsystem.in

Mobile: +91-8595220377

21 September 2024 to 13 December 2024

Conclusion: Application is free from OWASP ASVS (any other known) vulnerabilities and is safe for

hosting.

Recommendation:

e Enforce secure communication using HTTPS and implement certificate pinning for enhanced

security.

e Web server and OS Level hardening need to be in place for the production server.

e The Application may be considered safe for hosting with read only permissions.

Note: The certificate is valid till no additional changes in the source code are carried out or one year

from the date of issue, whichever is earlier.

Ms. Shikha Sharma (Director)

Swadesh System Private Limited

504, 5th Floor, Sahyog Building, 58, Nehru Place, New Delhi-110019

Web: www.swadeshsystem.in Mail: info@swadeshsystem.in
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